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LDR512: Security Leadership Essentials for Managers
Security leaders need both technical knowledge and leadership skills to gain the respect of technical team members, understand

what technical staff are actually doing, and appropriately plan and manage security projects and initiatives. This security managers

training course will teach leaders about the key elements of any modern security program. Learn to quickly grasp critical

cybersecurity issues and terminology, with a focus on security frameworks, security architecture, security engineering,

computer/network security, vulnerability management, cryptography, data protection, security awareness, cloud security, application

security, DevSecOps, generative AI (GenAI) security, and security operations. This is more than security training. You will learn

how to lead security teams and manage programs by playing through twenty-three Cyber42 activities throughout the class,

approximately 60-80 minutes daily.

Target Competencies

• CISOs
• Information security officers
• Security directors
• Security managers
• Aspiring security leaders
• Security personnel who have team lead 

or management responsibilities
• Anyone who wants to go beyond 

technical skills
• Technical professionals who want to 

learn to communicate with senior leaders 
in business terms

Target Audience

• Mid-to-Senior Level Leaders

Learning Outcomes

• Make sense of different cybersecurity frameworks
• Understand and analyze risk
• Decipher the pros and cons of different reporting relationships
• Manage and lead technical teams and projects
• Build a vulnerability management program
• Inject security into modern DevOps workflows
• Strategically leverage a SIEM
• Lead a Security Operations Center (SOC)
• Change behavior and build a security-aware culture
• Effectively manage security projects
• Enable modern security architectures and the cloud
• Build security engineering capabilities using automation and Infrastructure as 

Code (IaC)
• Understand and secure generative AI (GenAI) services
• Get up to speed quickly on information security issues and terminology
• Establish a minimum standard of security knowledge, skills, and abilities
• Speak the same language as technical security professionals
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German Regalado, CNRMC:
Labs reinforce everything you learn during 

the lessons and makes the teams think on 

how to proceed.
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DAY ONE DAY TWO DAY THREE DAY FOUR DAY FIVE

Session 1 |  08AM

Building Your Security Program

Session 2 | 11AM

Security Frameworks

Understanding Risk

12:30 PM

Lunch and Networking

Session 3 | 01:30PM

Security Policy

Session 4 | 03PM

Program Structure

Program Structure

Session 1 |  08AM

Security Architecture Overview

Session 2 | 11AM

Network Security

Host Security

12:30 PM

Lunch and Networking

Session 3 | 01:30PM

Cloud Security

Identity and Access Management (IAM)

Session 4 | 03PM

Zero Trust

Cyber42 Event 2

Session 1 |  08AM

Security Engineering

Data Protection

Session 2 | 11AM

Privacy Primer

Application Security

12:30 PM

Lunch and Networking

Session 3 | 01:30PM

DevSecOps

Session 4 | 03PM

Generative AI and Large Language Models 

(GenAI and LLMs)

Cyber42 Event 3

Session 1 |  08AM

Security Management & Leadership

Session 2 | 11AM

Vulnerability Management

12:30 PM

Lunch and Networking

Session 3 | 01:30PM

Security Awareness

Negotiations Primer

Session 4 | 03PM

Vendor Analysis

Managing and Leading Teams

Cyber42 Event 4

Session 1 |  08AM

Detecting and Responding to Attacks

Logging and Monitoring

Session 2 | 11AM

Security Operations Center (SOC)

12:30 PM

Lunch and Networking

Session 3 | 01:30PM

Incident Handling

Contingency Planning

Session 4 | 03PM

Physical Security

Cyber42 Event 5
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Training at the Financial Academy gives you the opportunity to join and interact with carefully-selected

groups of peers, who work at different organizations and job levels. This pool of diverse perspectives will

enrich your learning experience and expand your professional network within the financial sector.

The Academy’s facilities offer a unique learning environment, featuring high-quality training rooms

equipped with cutting-edge technologies, spacious shared lounge areas, latest technology, dining facilities

and a variety of other amenities. Prayer rooms for men and women are available as well.

Excellent Work 

Groups

An Optimal, Have-It-All 

Learning Environment

The Financial Academy is easily accessible, being directly connected to King Abdullah Financial District

(KAFD) Metro Station via a pedestrian bridge. It is alternatively easy to reach using ride-hailing apps or

private cars: Once you get to KAFD, head to Building No. 2.07 through Area 2.

Being situated at KAFD where most of the financial sector organizations are near, the Financial Academy’s

location is unique and strategic. Plus, the place is known for being a business and entertainment hub

where many cafes and restaurants are located, making the learning experience more thrilling and

enjoyable thanks to the exciting surroundings.

Easy-to-Reach 

Offices 

At the Heart of 

KAFD
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Connecting and Learning. 

Copyright © The Financial Academy 2025 – all rights reserved.

Though it comes from within, transformation often requires a catalyst. And for many business leaders, the Financial Academy (FA)

professional training programs and development activities have been that catalyst. Here, you're fully immersed in a transformational 

living-learning experience, networking with gurus from around the world, and engaging in programs led by prominent local and 

international financial industry experts . It's a holistic experience that will enrich and develop your career - and your life.

The Financial Academy

King Abdullah Financial District (KAFD),

Metro Blvd St, building 2.07-C ,Riyadh 13519, Saudi Arabia. 

Email: cs@fa.Gov.SA

Phone: 800.101.0015 (Toll-Free) 

We admit candidates to specific sessions on a rolling 

space available basis, and encourage you to apply as 

early as possible. Although most programs have no 

formal educational requirements, admission is a 

selective process based on your professional 

achievement and organizational responsibilities.

FOR MORE INFORMATION

FOR A PERSONALIZED CONSULTATION 

mailto:cs@fa.Gov.SA
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